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Abstract Dynamic update [26] is used to avoid such downtime.
It involves on-the-fly application of software updates to

Dynamic update is a mechanism that allows software, ,,,ning system without loss of service. The increased

updates and patches to be applied to a running SySte'l”Jnananned down-time of computing infrastructure to ap-

without loss of service or down-time. Operating systemsply updates, combined with the demand for continuous

would benefit from dynamic update, but place unique Ole'availability, provides strong motivation to investigate dy-

mands on any implementation of such features. Thesﬁamic update techniques for operating systems.
demands stem from the event-driven nature of operating In addition to the above mentioned impact on avail-

systems, from their restricted run-time execution envi-_, .. .
. o . ability, dynamically updatable systems have other bene-
ronment, and from their role in simultaneously servicing . . . .
fits. Such systems provide a good prototyping environ-

ml\J/I\;IpIE C"e.”ts'l ted a d . dat hani ment. They allow, for example, a new page replacement,
€ have impiemented a dynamic update mechanisrg, . system, or network policy to be tested without re-

in the K42 research operating system, and tested it usf)ooting. Further, in more mature systems such as main-

ing previous modifications of the system by kemel de- rames, some user constraints prevent the system from
velopers. Our system supports updates changing bot er being shutdown. In such an environment, users can

kgrnel cgde and data structures. .In this paper we Iden(')nly get new functionality into the system by performing
tify requirements needed to provide a dynamically up-, dynamic update
datable operating system, describe our implementation, . ' . . . .

. X L . An operating system is a unique environment with
and present our experiences in designing and using the * . . "
d ) . . . .__special constraints, and additional challenges must be
ynamic update mechanism. We also discuss its applica- . . ) >
bility to other operating systems solved to provide dynamic update functionality. We have

' addressed these challenges in the implementation of a

dynamic update mechanism for K42, an object-oriented
1 Introduction research operating system supporting hot-swapping. The

focus of this paper is on the implementation and mech-

As computing infrastructure becomes more widespread®niSms needed to provide dynamic update. This work
there has been an increasing number of patches for fun@Uilds on previously reported work [6, 28], and on other
tionality, performance, and security reasons. To take ofK42 features. Some of the requisite characteristics we

fect, these patches traditionally require either restartin%?em'fy for dynamic update exist in other systems or

system services, or often rebooting the machine. Thi&@ve recently been incorporated [22], while others re-
results in downtime. Sometimes this downtime can beAtiré additional support. Where appropriate, we point
scheduled, if for example the patch adds a feature, imOUt the generality of our.techniques to other operat.ing
proves performance, etc. However, in some situations?yStemS' as well as what mfrastr_ucture would be_ required
such as applying a security patch, delaying the update ¥ take full advantage of dynamic update techniques. In
not desirable. Users and system administrators are forcef!dition to describing our implementation, we describe

to trade off the increased vulnerability of a security flaw OUr €xperiences applying dynamic update in K42, using
against the cost of unplanned downtime. three motivating examples taken from changes made by

K42 kernel developers.
First published irProceedings of USENIX '05: Gen-  The rest of this paper is organised as follows: Sec-
eral Track Anaheim, CA, USA, April 2005. tion 2 discusses the system requirements for supporting




dynamic update, Section 3 describes our implementatiodesigning with good modularity and obeying module

of dynamic update in K42, and Section 4 discusses hovboundaries. The structure of the system dictates what

the same functionality might be implemented in other op-is feasible.

erating systems. Next, Section 5 describes our experi-

{vating exampios, Secton o discusses the fmitations P ¢ PO Dynamic updates should not occur whil
) ) any affected code or data is being accessed. Doing so

our implementation and our plans for future work, Sec-

tion 7 compares related work and Section 8 concludes could cause undefined behaviour. It is therefore impor-
P ' ‘tant to determine when an update may safely be applied.

In general however, this is undecidable [15]. Thus, sys-
2 Requirements for dynamic update tem support is required to achieve and detect a safe point.

Potential solutions involve requiring the system to be
There are several fundamental requirements in providprogrammed with explicit update points, or blocking ac-
ing a dynamic update capability. Here we identify them, cesses to a unit, and detecting when it becomes idle, or
in Section 3.2 we describe how we satisfy them in K42,quiescent

and then in Section 4 we generalise to other operating An operating system is fundamentally event-driven,

systems. responding to application requests and hardware events,
unlike most applications, which are structured as one or
2.1 Classification of updates more threads of execution. As discussed later, this event-

o ) based model can be used to detect when an updatable unit
Ataminimum, dynamic update needs to support changegg the system has reached a safe point. Additional tech-

to the code of a system, however there are varying levelgjques can be employed to handle blocking I/O events or
of support possible for updates which also affect data|Ong running daemon threads.

We classify dynamic updates in this way:

1. Updates that only affect code, where any data strucState tracking: For a dynamic update system to sup-
tures remain unchanged across the update. This igort changes to data structures, it must be able to locate
easier to implement, but imposes significant limita- and convert all such structures. This requires identifying
tions on what updates may be applied dynamically.and managing all instances of state maintained by a unit

_ in a uniform fashion, functionality usually provided in

2. Updates that affect both code and global, single-g,yare systems using the factory design pattern [12].

instance, data. Examples of this might include \oq that the first two classes of update, dynamic update

changes to the Linux kernel's unified page cachey, ¢oge and dynamic update to single-instance data, are
structure, or to K42's kernel memory allocator. i possible without factories, but it is not possible to

3. Updates that affect multiple-instance data struc-SUPPOrt dynamic update affecting multiple-instance data

tures, such as the data associated with an Opewithout some kind of state tracking mechanism.
socket in Linux, or an open file.

State transfer: When an update is applied affecting
2.2 Requirements data structures, or when an updated unit maintains inter-
. B . ) nal state, the state must be transferred, so that the updated
Having classified the possible updates, we now introduc@njt can continue transparently from the unit it replaced.
a set of fundamental requirements for dynamic update. The state transfer mechanism performs this task, and is
how changes to data structures can be supported.
Updatable unit: In order to update a system, it is nec-
essary to be able to define an updatable unit. Depending

on the class of update supported, and the implementef R0 B BOPC B LU TR REEE RS
tion of the system, a unit may consist of a code module q 9

or of both code and encapsulated data. In both CasePected. This includes invocations of code in the unit. Fur-

there must be a clearly defined interface to the unit. Furfhermore, in a system supporting multiple-instance data

. o structures, creation of new data structures of the affected
thermore, external code should invoke the unit in a well-
defined manner, and should not arbitrarily access code Otype should produce the updated data structure.
data of that unit.

While creating updatable units is easier with supportVersion management: In order to package and apply
from languages such as C++, it is still possible withoutan update, and in order to debug and understand the run-
such support. Primarily, providing updatable units meansing system, it it necessary to know what code is actually



executing. If an update depends on another update hayprovided by clustered objects, hot-swapping [4, 28] was

ing previously been applied, then support is required tdamplemented in K42. Hot-swapping allows an object in-

be able to verify this. Furthermore, if updates are fromstance to be transparently switched to another implemen-

multiple sources, the versioning may not be linear, caustation while the system is running, and forms the basis of

ing the interdependencies between updates to beconmur dynamic update implementation.

complex and difficult to track.

The level of support required for version management .

is affected by the complexity of update interdependen-3-2  Support for dynamic update

cies,. but at a minimum it should be possiple to track aRequirements

version number for each update present in the system,

and for these version numbers to be checked before am Section 2.2, we identified several requirements for dy-

update is applied. namic update of an operating system. In K42, these re-
quirements are addressed by our implementation of the

3 Dynamic update in K42 dynamic update mechanism, as follows:

We now describe our implementation of dynamic updateypgatable unit: A good choice for the dynamically

in K42. As noted previously, some of the techniques Use%pdatable unit in K42 is the same as for hot-swapping,
in the implementation are specific to K42, but other opernamely the object instance. K42 is structured as a set of
ating systems are becoming more amenable to dynamigpjects, and the coding style used enforces encapsulation

update, as discussed in the next section. of data within objects. Each object’s interface is declared
in a virtual base class, allowing clients of an object to
3.1 K42 use any implementation, and for the implementation to

] ] ] be changed transparently by hot-swapping.
The K42 project is developing a new scalable open-

source research operating system incorporating innova-
tive mechanisms and policies, and modern programmingafe point: K42 detects quiescent states using a mech-
technologies. It runs on 64-bit cache-coherent PowerP@nism similar to read copy update (RCU) in Linux
systems, and supports the Linux API and ABI. It uses 422,23]. This technigue makes use of the fact that each
modular object-oriented design to achieve multiprocesSystem request is serviced by a new kernel thread, and
sor scalability, enhance customisability, and enable rapidhat all kernel threads are short-lived and non-blocking.
prototyping of experimental features (such as dynamic Each thread in K42 belongs to a certain epoctyeor-
update). eration which was the active generation when it was cre-
Object-oriented technology has been used throughoudted. A count is maintained of the number of live threads
the system. Each resource (for example, virtual memin each generation, and by advancing the generation and
ory region, network connection, open file, or process) iswaiting for the previous generations’ counters to reach
managed by a different set of object instances [5]. Eact#ero, itis possible to determine when all threads that ex-
object encapsulates the meta-data necessary to manalgéed on a processor at a specific instance in time have
the resource as well as the locks necessary to manipderminated [13].
late the meta-data, thus avoiding global locks, data struc- The implementation blocks new invocations of an ob-
tures, and policies. The object-oriented nature enablefect being updated, and then uses the generation-count
adaptability, because different resources can be manageédechanism to detect quiescence [28].
by different implementations. For example, each running

sttr:rfc?essolfnt:]kgr?éztsegc:blfseéf%?aelgt%is);oa?hg-kregss.l,;,ngtate tracking: state-tracking is provided by factory
) 9 P objects, which are described in detail in Section 3.3.

control block structure present in other operating sys-
tems). Presently two implementations of tReocess
interface existProcessReplicatedhe default, andPro-  State transfer: Once the object being swapped is qui-
cessSharedvhich is optimised for the case when a pro- escent, the update framework invokes a state transfer
cess exists on only a single CPU [2]. The K42 kernelmechanism which transfers state from the old object to
defaults to creating replicated processes, but allows for ¢he new object, using t&ansfer negotiation protocdio
combination of replicated and shared processes. allow the negotiation of a common intermediate format

K42 uses clustered objects [4], a mechanism that enthat both objects support [28]. Object developers must
ables a given object to control its own distribution acrossimplement data conversion functions to and from com-
processors. Using the object translation table facilitymon intermediate formats.



This generalised technique was developed to support As we have mentioned, the object translation table
hot-swaps between arbitrary implementations of an obadds an extra level of indirection on all object invoca-
ject. In the case of dynamic update, usually the replacetions. This indirection enables an interposition mecha-
ment object is merely a slightly modified version of the nism whereby an object’s entry in the object translation
original object, with similar state information, so the table is modified, causing all accesses to that object to
conversion functions perform either a direct copy, or atransparently invoke a different interposer object. The
copy with slight modifications. interposer can then choose to pass the call along to the

In cases where a lot of state is maintained, or wherpriginal object. This mechanism is used by the hot swap-
many object instances must be updated, a copy is an uping and dynamic update implementations.
necessary expense, because the updated object is deletedHot-swapping operates by interposing a mediator ob-
immediately afterwards. For example, the process objedect in front of the object to be hot-swapped. The media-
maintains a series of structures which describe the protor passes through several phases, first tracking incoming
cess’ address space layout. To avoid the cost of deegealls until it knows (through the generation-count mech-
copying and then discarding these structures, the datanism) that all calls are being tracked, then suspending
transfer functions involved simply copy the pointer to the further calls until the existing tracked calls complete. At
structure and set a flag in the old object. When the objecthis point the object is quiescent. The mediator then
is destroyed it checks this flag and, if it is set, does nofperforms state transfer format negotiation, followed by
attempt destruction of the transferred data structures. Ethe state transfer between the old and the new object in-
fectively ownership of the structure is transferred to thestances. Finally, it updates the object translation table
new object instance. This only works in cases where theeference to the new object, and forwards the blocked
new object uses the same internal data format as the olcalls.
object. This is true in many dynamic update situations.

In cases where this is not true, the negotiation protocol . . .
ensures that a different transfer function is used. 3.3 Dynamic update implementation

Module loader

Redirection of invocations: K42 uses a per-address- )
spaceobject translation table Each object has an entry To perform updates, the code for the updated object must

in the table, and all object invocations are made througtP€ Present. The normal process for adding an object to
this reference. In the process of performing a dynamid<42 was to recompile the kernel, incorporating the new

update, the translation table entries for an object are up?PI€ct, and then reboot the system. This is insufficient

dated to point to the new instance, which causes futurd?” dynamic update, so we have developeeemel mod-
calls from clients to transparently invoke the new code.lJIe Ioaderthat IS able to Io_ad the necessary code for an
The object translation table was originally introduced UPdateéd object into arunning kernel or system server.
into K42 to support the clustered object multiprocessor A K42 kernel module is a relocatable ELF file with
scalability mechanism [13], and we have been able td!nresolved references to standard kernel symbols and li-
utilise it to implement hot-swapping and thus dynamic brary routines (such asr_printf, the console output rou-
update. tine). Our module loader consists of a special object

When an object that has multiple instances is updated” t,he kernel that allocates pinned memory in the ker-
we must also redirect creations of that type. This redi-"€!'S textarea, and a trusted user-space program that has

rection is provided by the factory mechanism, described?cCeSs 1o the kernel's symbol table. This program uses
in Section 3.3. that symbol table to resolve the undefined symbols in the

module, and load it into the special region of memory
_ _ _ provided by the kernel object. It then instructs the kernel
Version management: We have implemented a simple to execute the module’s initialisation code.

versioning scheme for dynamic updates in K42. Each Qur module loader operates similarly to that used in
factory object carries a version number, and before an jnux [8], but is simpler. Linux must maintain a dy-
update proceeds these version numbers are checked. Fgmic symbol table and support interdependencies be-
ther details follow in Section 3.3. tween modules, we avoid this because all objects are in-
voked indirectly through the object translation tables. A
module can (and to be useful should) contain code that
is called by the existing kernel without requiring its sym-
Because hot-swapping forms the basis of dynamic upbols to be visible. Its initialisation code simply instan-
date, we outline its implementation here. Further detailgiates replacement objects and performs hot-swap oper-
are available in previous papers [4, 28]. ations to invoke the code in those object instances. Our

Hot-swapping



module loader performs the relocations and symbol tablé*ProcessReplicated::Factory::factoryRef)
management at user-level, leaving only the space alloca- ->create(...);

tor object in the kernel. )
Using a factory reference allows us to hot-swap the

) factory itself, which is used in our implementation of dy-
Factory mechanism namic update.

Hot-swapping allows us to update the code and data of 10 Provide rudimentary support for configuration

a single specific object instance. However, K42 is struc/management, factories carry a version number identi-

tured such that each instance of a resource is managd§nd the specific implementation of the factory and its

by a different instance of an object. To dynamically up- type. The factories in th_e base sys_tem all carry versi(_)n
date a kernel object, the infrastructure must be able t¢€"0; @nd updated factories have unique non-zero version
both locate and hot-swap all instances of that object, anfUmbers. We assume a strictly linear model of update,
cause any new instantiations to use the updated objeé"(he” an update occurs the current version number of the

code. Note that, as we have mentioned, this problem i§ctory is compared to the version number of the update,
not unique to K42; to support dynamic updates affect-@nd if the update is not the immediately succeeding ver-

ing data structures requires a mechanism to track all inSion number, the update is aborted. To support reverting
stances of those data structures and update them. updates in this scheme, we could reapply the previous

Previously in K42, object instances were tracked in aV€rsion with an increased version number.

class-specific manner, and objects were usually created Performance and scalability influenced our implemen-

through calls to statically-bound methods. For example,tation of the factories. For example, object instances are

to create an instance of tReocessReplicatedbject (the tracked for dynamic update in a distributed fashion using

implementation used by default fBroceswbjects), the per-CPU instance lists. Moreover, we found that adding
call used was: factories to K42 was a natural extension of the object

model, and led to other advantages besides dynamic up-

ProcessReplicated::Create( date. As an example, in order to choose betwesn
ProcessRef &out, HATRef h, PMRef pm, cessReplicatednd ProcessSharedK42 had been using
ProcessRef creator, const char *name); a configuration flag that was consulted by the code that

creates process objects to determine which implementa-
This leads to problems for dynamic update, becausgion to use. Using the factory model, we could remove
theCreatecall is bound at compile-time, and cannot eas-this flag and allow the scheme to support an arbitrary
ily be redirected to an updated implementation of thenumber of implementations, by changing the default pro-
ProcessReplicatedbject, and also because we rely on cess factory reference to the appropriate factory object.
the caller of this method to track the newly created in-

stance. o o _Steps in a dynamic update
To track object instances and control object instanti-

ations, we used the factory design pattern [12]. In thisWWe use factories to implement dynamic update in K42.

design pattern, the factory method is an abstraction fod© perform a dynamic update of a class, the code for the
creating object instances. In K42, factories also trackiPdate is compiled along with some initialisation code

instances that they have created, and are themselves dhio @ loadable module. When the module is loaded, its
jects. Each factory object provides an interface for credJnitialisation code is executed. This code performs the
ating and destroying objects of one particular class, andollowing steps (illustrated in Figure 1):

maintains the set of objects that it has created.

The majority of the factory implementation is factored
out using inheritance and preprocessor macros, so that
adding factory support to a class is relatively simple. Us-
ing our previous example, after adding the factory, the

1. A factory for the updated class is instantiated. At
this point the version number of the updated factory
is checked against the version number of the exist-
ing factory, if it is incorrect the update is aborted.

creation call changed to: 2. The old factory object is located using its statically
bound reference, and hot-swapped to the new fac-
DREF_FACTORY_DEFAULT(ProcessReplicated) tory object; during this process the new factory re-
->create(...); ceives the set of instances that was being maintained
by the old factory.
where (...) represents the arguments as before.

The macro above hides some implementation details, 3. Once the factory hot-swap has completed, all new
whereby the default factory for a class is referenced us-  object instantiations are being handled by the new
ing a static member; it expands to the following: updated factory, and therefore go to the updated



Factory ref

Factory ref

Factory ref

Old factor New factory Old factory ew factory
hot-swap
S T
instances instances old instances
(a) prior (b) new factory (c) swap factory
Old factory ew factory Old factory ew factory
hot-swaps
QA QA
2] [®] =] (4] =] ] & F] (] [4] 2] =] 4]
old instances new instances updated instances  new instances
(d) new factory installed (e) update instances (f) complete

Figure 1: Phases in the dynamic update of a multiple-instance object using a factory: (a) prior to update the old factory is
maintaining instances of a class; (b) instantiate a new factory for the updated class; (c) hot-swap the old factory with its new
replacement (transferring the list of managed instances); (d) after the hot-swap completes, new instantiations are handled by the
updated factory code (thus creating objects of the new type); (e) update old instances by traversing the list and hot-swapping each

instance to an updated replacement (occurs in parallel on each CPU); (f) the update is complete.

class. However, any old instances of the object havenentation is not required. In these cases the initialisation
not yet been updated. code in the module is simpler.

. To update the old instances, the new factory tra- ) )

verses the set of instances it received from the ol# Dynamic update in other systems

factory. For each old instance it creates an instance

of the updated Object, and initiates a hot_swap beJn this section we discuss the way in which a dynamiC

tween the old and the new instances. update mechanism might be provided in operating sys-
tems other than K42, focusing on Linux. Previously we

This step proceeds i_n parallel across all CPUs whergyo yiified several key requirements, these might be pro-
the old factory was in use, and while the rest of thevided as follows:

system is functioning. Because each object instance

is hot-swapped individually, and because K42 en-

capsulates all data behind object instances, there igpdatable unit:  Modularity is already widely used

no requirement to block all accesses to all objects of constructing operating systems, the virtual file sys-

the affected type while an update is in progress.  tem (VFS) layer [20] being one well-known example.
Furthermore, modern operating systems are being con-

. Finally, the update is complete and the old factorystructed in an increasingly modular fashion to allow for

is destroyed. better multiprocessor performance, and improved cus-
tomisability. This trend toward modularity provides the

In some special cases, for example when an updateecessary interfaces for creating updatable units. Even

adds new objects to the system that do not replace any exaonolithic systems such as Linux now have support for
isting objects, or when an update affects an object witHoadable kernel modules for device drivers, file systems,
only a single instance, the full dynamic update imple-networking functionality, etc. This support could be



leveraged to provide dynamic update capabilities in theBeyond these requirements, the dynamic update imple-
same areas where kernel modules can be used. mentation also relies on a module loader to make the
code for the update available in the running system.
Loadable modules are already widely used, most operat-

Safe point:  Linux has recently incorporated the quies- j,q systems include a kernel module loader or equivalent
cence detection mechanism known as RCU [22], whichy,tionality, so this is not a significant constraint.

is similar to the generation count mechanism used in
K42. We expect that other operating systems would also
be able to add RCU-style quiescence detection, whicto Experiments
offers other benefits, such as improved scalability.
5.1 Performance measurements

State tracking: A state tracking mechanism, such as We have performed a humber of measurements to eval-

a factory, is needed when dynamic update supportsiate the performance penalty imposed by our dynamic

changes to the format of multiple-instance data, to lo-update mechanism. All the experiments were conducted

cate all instances of that data. The factory design paten an IBM pSeries 630 Model 6E4 system, with four

tern is a generally well-understood software constructionl.2GHz POWERA4+ processors and 8GB of main mem-

technique, and we would expect that factories could beory.

added to an existing system. For example, in the Linux

kernel, modu_les alre_ady maintain reference cognt an$herhead of factory mechanism

dependency information to prevent them from being un-

loaded while in use [25]. If the addition of factories was We ran microbenchmarks to directly measure the code

required, the modules could also be made responsible faf adding the factory mechanism. Using a factory for an

tracking instances of their own state. object implies extra cost when creating the object, be-
cause the creation must be recorded in the factory’s data

. . . Structures.
State trgnsfer_: Thg implementation of state transfer IS \We measured the cost of creating three different ob-
something fairly unique to hot-swapping and dynamicje (s ysing a factory and using a statically bound method,

update. In a system with clearly defined updatable unitSyis incjudes allocating storage space for the object, in-
it should be straightforward to implement the equ"’alentstantiating it, and invoking any initialisation methods.

of K42's transfer negotiation protocol and state transferz ;- test was repeated 10,000 times, and the total time

functions. measured using the processor’s cycle counter. Our re-
sults are summarised in Table 1.

Redirection of invocations: Few systems include a  1he firstobject, a dummy object, was created specifi-
uniform indirection layer equivalent to K42's object caI.nyorthlstest, and encapsulatesasmglemtegervalue.
translation table. Many systems such as Linux do use in]’hls result represents the worst-case for addlng a factory,
direction to implement device driver abstractions or theWith an overhead of 12% over the base creation cost of
VFS layer, and these pointers could be used to implemerg-22:S. The next object is an FCM (file cache manager),
dynamic update. However, the lack of a uniform indirec-an instance of which is maintained by K42 for every

tion mechanism would limit the applicability of dynamic ©Pen file in the system. Creating an FCM object is 5.6%
update to those specific areas of the system. slower with a factory, but this number overstates the true

For dynamic update to multiple-instance data struc_impact, because in practice FCM creation is usually fol-

tures to be supported, it is desirable that each instance H8Wed by a page fault, which must be satisfied either by
individually updatable. For example, the VFS layer's useZ€r0-filling a page, or by loading it from disk. Finally,

of one set of function pointers per node, rather than ond'® measured Fhe cost OT creating a process Obj(.-}C.'[,. a rel-
set for the entire file system, allows the file system’s datéa\tlvely expensive operation because it involves |n|t|alls—
structures to be converted incrementally. The alternativd"d many other data structures, and found that in such
would be to block all access to all file system nodes while® case. the additional cost imposed by the factory was

they are updated, effectively halting the whole system. very small, even before considering the additional costs
involved in process creation such as context switches and

initial page faults.
Version management: \ersioning is an open problem  To get a more complete picture of the overhead im-
for dynamic update. If our simple model of factory ver- posed by the presence of factories, we used the SPEC
sion numbers proves sufficient, it can be implemented irsoftware development environment throughput (SDET)
other systems. benchmark [11]. This benchmark executes one or more



object | static create factory create overhead New kernel interfaces for partitioned memory region

dummy 2.22us 2.49s 12% ) . . .
file 4.37us 4.6Ls 5.6% Benchmarking of a memory-intensive parallel appli-

process 61.1us 61.5:5 0.73% cation showed.poor scalability during it's initialisation
phase. Analysis of the problem determined that a bot-
tleneck occurred during the resizing of a shared hash
Table 1: Cost of creating various kernel objects with andtable structure, and a new partitioned memory manage-
without a factory. ment object was developed that did not suffer from the
problem. This object added a new interface to the kernel,
allowing user programs to create a partitioned memory
scripts of user commands designed to simulate a typicalegion if they specified extra parameters.
software-development environment (for example, edit- Adding a new piece of code to the kernel and making
ing, compiling, and various UNIX utilities). The scripts it available through a new interface is the simplest case
are generated from a predetermined mix of commandspf dynamic update, because we can avoid replacing old
and are all executed concurrently. It makes extensivgode or transferring state information. This update was
use of the file system, process, and memory managemefplemented as a simple loadable module, consisting of

subsystems. the code for the new region object and some initialisation

We ran SDET benchmarks with four configurations of code to load it and make it available to user programs.

the system: This module could be shipped with programs requiring

) o it, or could be loaded into the kernel on demand when a

1. the base system with no factories in use, program requires the new interface, either way avoiding
areboot.

2. afactory on FCM objects, This scenario demonstrates the use of a module loader

combined with an extensible kernel interface to add new
functionality to a running kernel. There is nothing in-

herently new here, existing systems also allow modules
to be loaded, for example to provide new file systems

We found that in these cases the use of factories im©r device drivers. However, K42's modularity makes it
poses no noticeable performance degradation on systeRPssible to replace a portion of the page-fault path for a
throughput, as measured by SDET. We have not yet excritical application with a new set of requirements, which
tended factories to other objects in the system, howevegould not be done on an existing system such as Linux.
we expect the performance impact to also be minor, since
FCMs and processes constitute a significant portion ofix for memory allocator race condition
the kernel objects created.

3. afactory on process objects,

4. factories on both FCM and process objects.

This scenario involves a bug fix to a kernel service, one
of the key motivations for dynamic update. In the course
Time to perform an update of development, we discovered a race condition in our

h t verformi q . date itself core kernel memory allocator that could result in a sys-
The cost of performing a dynamic update itself is moré, crash when kernel memory was allocated concur-
significant, in some initial experiments we measuredremly on multiple CPUs

20ms to update one hundred live instances of the dummy Fixing this bug required adding a lock to guard the al-

object. This is because the hot-swapping implementatiofy, .a1ion of memory descriptors, a relatively simple code
is not yet optimised for the case where large numbers OEhange. In fact, only two lines of code were added, one

OPJeCtS are swqpped concur.rently. We plan to IMPrOV& geclare the lock data structure, and another to acquire
this, although since a dynamic update does not block thes 5 tomatically release on function return) the lock.
entire system.whlle it is applied, the overall time takenA recompile and reboot would have brought the fix into
for an update is less critical. use. However, even with continual memory allocation
and deallocation occurring, we were able to avoid the re-
5.2 Experiences applying dynamic update E'O(r); and dynamically apply the update using our mecha-
ism.
To demonstrate the effectiveness of dynamic update, we The replacement code was developed as a new class
present three examples of system changes of increasirigheriting almost all of its implementation from the old
complexity that we have applied using dynamic update buggy object, except for the declaration of the lock and a
These examples relate to the memory management codange to the function that acquired and released it. This
of the K42 kernel [3, 19]. caused the C++ compiler to include references to all the



unchanged parts of the old class in the replacement obwvhose interface is to be changed and all objects possibly
ject code, avoiding programmer errors. Simple copyingusing that interface.
implementations of the state transfer functions were also This is our next step in expanding the effectiveness of
provided to allow the object to be hot-swapped. The keydynamic update. When considering various changes to
parts of the replacement code are shown in Figure 2. K42 to use as example scenarios for this work, many had

The new class was compiled into a loadable moduleto be rejected because they involved interface changes.
and combined with initialisation code that instantiatedWhile such changes might be less common in a produc-
the new object and initiated a hot-swap operation to retion system, rather than a rapidly evolving experimental
place the old, buggy instance. Because this object was system such as K42, the restriction on changing object
special case object with only a single instance, it was nointerfaces is currently the most serious limitation of this
necessary to use the factory mechanism. work.

This scenario demonstrates the use of hot-swapping as
part of our dynamic update mechanism, combined WithUpdates to low-level exception code: Another open
_akernel module loader, to dynamically update live codeq e is what code can be dynamically upgraded. Cur-
in the system. rently our mechanism requires the extra level of indirec-

tion provided by the object translation table for track-

File cache manager optimisation ing and redirection. Low-level exception handling code
in the kernel is not accessed via this table, and as such
can not currently be hot-swapped or dynamically up-
dated. It may be possible to apply some dynamic updates
through the indirection available in the exception vectors,

This scenario involves an optimisation to the implemen-
tation of file cache manager objects. An FCM is instan-
tiated in the K42 kernel for each open file or memory

object in the system. o . -

We discovered that thenmapPagemethod did not or through car.eful application of binary r.ewrltmg (for ex-
check if the page in question was already unmapped bea}mplg, changmg the target of a branch instruction), but it
fore performing expensive synchronisation and IPC op-'s_ difficult t_o envision a ge_neral-purpo_se update mecha-
erations. These were unnecessary in Some cases. nism for this code. There is an open issue for both K42

We developed a new version of the FCM object thatand other operating systems should we desire the ability

performed the check before unmapping, and prepareI‘:0 update such low-level code.

it as a loadable module. Applying this update dynami-

cally required the factory mechanism, because the runUpdates affecting multiple address spaces: Our up-

ning system had FCM instances present that needed @ate system does not yet support updates to code outside

be updated, and because new instantiations of the FCNhe kernel, such as system libraries or middleware. At

needed to use the code in the updated module. present, it is possible to perform an update in an applica-
This scenario demonstrates all the components of oution’s address space, but there is no central service to ap-

dynamic update implementation, using a module loadeply an update to all processes which require it. We intend

to load the code into the system, a factory to track allto develop operating system support for dynamically up-

instances of state information that are affected by an updating libraries in a coordinated fashion. As part of this

date, and hot-swapping to update each instance. work we may need to extend the factory concept to multi-

ple address spaces. We also need to consider the possible

implications of changing cross-address-space interfaces,

6 Openissues such as IPC interactions or the system call layer.

The implementation we have accomplished thus far pro-

vides a basic framework for performing dynamic update.Timeliness of security updates: For some updates,
This is a rich area for investigation, and is becoming im-such as security fixes, it is important to know when an
portant for providing usable and maintainable systemsupdate has completed, and to be able to guarantee that
Here we discuss areas for future work. an update will complete within a certain time frame. It
may be possible to relax the timeliness requirement by
applying updates lazily, marking objects to be updated

Changing object interfaces: Due to a limitation of the _ ,
current hot-swapping implementation, and because ther@"d only updating them when they are actually invoked,
as long as we can guarantee that the old code will not

is no support for coordinated swapping of multiple inter- ;
dependant objects, we cannot dynamically apply update@xeC“te once an object has been marked for update.

that change object interfaces. We could enable this by
extending the hot-swapping mechanism to support siState transfer functions: State transfer between the
multaneous swaps of multiple objects, namely the objecbld and new versions of an object is performed by the



class PageAllocatorKernPinned_Update : public PageAllocatorKernPinned {
public:
BLock nextMemDesclLock;

void pinnedinit(VPNum numaNode) {
nextMemDescLock.init();
PageAllocatorKernPinned::pinnedinit(numaNode);

}

virtual void* getNextForMDH(uval size) {
AutoLock<BLock> al(&nextMemDescLock); // locks now, unlocks on return
return PageAllocatorKernPinned::getNextForMDH(size);

}

DEFINE_GLOBALPADDED_ NEW(PageAllocatorKernPinned_Update); // K42-ism

Figure 2: Update source code for second example scenario (memory allocator race condition).

hot-swap mechanism using state transfer methods: thieis possible for an update to fail in a recoverable man-
old object provides a method to export its state in a stanner. For example, if the state transfer functions return
dard format, which can be read by the new object’s im-an error code, the update should be aborted. Further-
port method. This works well enough, but it requires themore, resource constraints may prevent an update from
tedious implementation of the transfer code, even thouglbeing applied, because during an update both old and
most updates only make minor changes, if any, to the innew versions of the affected object co-exist, consuming
stance data (for example, adding a new data memberjnore memory. The system should either be able to check
It may be possible to partially automate the creation ofthat an update can complete before attempting to apply it,
state transfer methods in such cases, as has been doneoinsupport transactions [27] to roll back a failed update.
other dynamic update systems [17, 21].

An alternative approach to this problem is used by
Nooks to support recoverable device drivers in Linux
[31]. In this system, shadow drivers monitor all calls

Update preparation from source code: We need a

mechanism to automate the preparation of updates from
made into and out of a device driver. and reconstruct 2°4C€ code maodifications. This could possibly be driven
driver’s state after a crash using the driver’s public API. y make, using a rebuild of the system and a comparison

Only one shadow driver must be implemented for eachOf changed object files to determine what must be up-

device class (such as network, block, or sound devicesfated‘ However, it vyould be extremely_dlfﬂcult to build
rather than for each driver. A similar system could be& COMPIetely generic update preparation tool, because

used for dynamic update, instead of relying on object changes to the source code of an operating system can

to provide conversion functions, a shadow object coul ave far-reaching and unpredictable consequences.
monitor calls into each updatable kernel object, recon-

Structing the ObjeCt’S state after |t iS Updated. ThIS ap'Configuration management: Our Simp|e update ver-
proaCh suffers from several drawbacks. FirSt, there is %ioning scheme assumes a linear update modeL each up-
continual runtime performance cost imposed by the Usate to a given class depends on all previous updates hav-
of shadows, unlike conversion functions which are onlyjng been applied before it. Most dynamic update systems
invoked at update time. Secondly, the use of shadowhat have automated the update preparation and applica-
driVerS iS feaSibIe because there iS a Sma” number Of dq-i'on processy have a|so assumed a |inear mode| of up_
vice interfaces relative to the number of device drivers gate [17, 21]. This is most likely inadequate for real use,
but '[hIS iS genera"y not the case fOI’ arbitrary keme| Ob'\Nhere updates may be issued by mul“ple sources, and
jects, which implement many different interfaces. may have complex interdependencies.

More complex versioning schemes exist, such as in the
Failure recovery: We do not currently handle all the .NET framework, where each assembly carries a four-
possible failures that could occur during an updatepart version number, and multiple versions may coexist
While we cannot detect arbitrary bugs in update code[24]. We will need to reconsider versioning issues once

10



we start automating the update preparation process, amatoblems addressed here (such as state transfer) would
more developers start using dynamic updates. be encountered.

7 Related work 8 Conclusion

. . . We have presented a dynamic update mechanism that al-
Previous wor|_< W'th. K42 deve_loped the hot-s_wappmg lows patches and updates to be applied to an operating
feature [28], including the quiescence detection, StateSystem without loss of the service provided by the code
transfer, and object translation table mechanisms. Ou{)eing updated. We outlined the fundamental require-
ments for enabling dynamic update, presented our im-
. . . fﬂementation of dynamic update, and described our ex-
and combining them to implement dynamic update. periences applying several example dynamic updates to

To our knowledge, no other work has focused on dy-gpiects taken from changes made by kernel developers.
namic update in the coptext Of, an operating sy§tem0ur implementation also incurs negligible performance
Many systems for dynamic updating have been de5|gneql,npact on the base system.

and a comprehensive overview of the field is given by Although dynamic update imposes a set of require-

Segal and Frieder [26]. These existing systems are gefyyants on operating systems, as described in this paper,
erally either domain-specific [9, 10, 16], or rely on spe-

< . ) those requirements are already being incrementally in-
cialised programming languages [1,17,21], making theny,norated into systems such as Linux. This includes

unsuitable for use in an operating system implemented ifh | ¢ detect quiescent points, more modular encapsu-
CorC++. _ _ _ lated data structures, and the indirection needed to redi-
Proteus [29] is a formal model for dynamic update in rect invocations. We expect that dynamic update will

C-like languages. Unlike our system for achieving qui- hecome increasingly important for mainstream operating
escence on a module level, it uses pre-computed safe Ugysiems.

date points present in the code. Our system can also sup-
port explicit update points, however we have not found
this necessary due to the event-driven programming use@Cknowledgements

in K42.
We wish to thank the K42 team at IBM Research for

Dynamic C++ classes [18] may be applicable to an, ~. " . ) )
udetabIe operating syste[m. ]In thiys Workf)glutomatically-the'r m_put, n partlpular Marc Auslgnder and Michal Os-
generated proxy classes are used to allow the update g V\I'Sk'(_j who C(?Etr'bUteRd to thbe deS|ghn ofthe k_ernel m_odo-l
code in a running system. However, when an update ocgue Oii e}r(,j; wa;yiir\]/algzgg u(,%g‘;éiiﬁ:ﬁ:f?gcggn de-
curs it only affects new object instantiations, there is noF. 99 gK i Hui. and C '.S les for thei y bU-
support for updating existing object instances, which jg' INgas, Mevin Hui, and ~raig soules ort er contr! u
important in situations such as security fixes. Our syste lons to the underlying hot-swapping and interposition

also updates existing instances, using the hot-swappinmEChamsmS’ and finally our paper shepherd, Vivek Pal.
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Component- and microkernel-based operating sys-

tems, where services may be updated and restarted with-
out a reboot, also offer improved availability. However, Availability
while a service is being restarted it is unavailable to . ) .
clients, unlike our system where clients perceive no losd<42 is released as open source and is available from a
of service. Going a step further, DAS [14] supported dy_p_ubllc CVS repository; fo_r details refer to the K42 web
namic update through special kernel primitives, althoughSite: http://www.research.ibm.com/K42/.
the kernel was itself not updatable.
Finally, extensible operating systems [7,27] could po-References
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